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Abstract

Purpose — The purpose of this paper is to evaluate the impact of internet of everything (IoE) on marketing analytics, the benefits and challenges it
presents and the implications of its policy and legal framework.

Design/methodology/approach — Qualitative research methods are used across privacy statements and consumer social media data to determine
factors of concern for business and consumers.

Findings — The qualitative analysis of privacy statements and consumer social media data unveils factors of concern that are common
for businesses and consumers, such as user consent and data security, as well as problems specific to the loE, including the use of mobile
devices and various service providers. The study also shows a differentiation in the levels of information privacy concerns for
marketing practice, the use of personal information, sharing information with third parties and consumer consent and agreement to critical
terms.

Practical implications — Recommendations for policymakers, practitioners and researchers, especially concerning the need for more studies related
to the issues of data security, information privacy and personal information are addressed.

Originality/value — There is a need to assess the potential implications that the use of marketing analytics in the IoE can have for marketing
policy, governmental regulations and industry self-regulation. The purpose of this research is to perform an exploratory evaluation of the
impact of loE on marketing analytics, the benefits and challenges it presents and the implications of its policy and legal framework.
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Introduction “connecting the unconnected” (people-to-people, people-to-
machines, machines-to-machines, etc.) (Cisco, 2015). These
industries will contribute to over 60% of the growth during this
decade, including manufacturing, retail trade, information,
finance and insurance and health care.

Consumers’ continued reliance on greater electronic
connectivity and global Wi-Fi often facilitates privacy invasion;
thus, a greater need for privacy literacy among consumers is
) 3 ; =t warranted to manage protection of information (Gabisch and
(Chui ez al., 2018; Cisco, 2015). However, in the current digital Milne, 2014; Guriu et al., 2003; Milne ez al., 2009; Singh and
environment where sensors serve to provide convenience to Hill, 2003). Public policymakers must consider regulatory
consumers by lessening their daily burden, personal data and efforts associated with consumer privacy and data derived from
information on heart rate, diet and daily schedule are also being technology and/or “digital consumerism” (Akhter, 2014;

transmitted through the internet (Bui and Namin, 2019). For Miedema, 2018); furthermore, corporations must consider the
example, Cisco predicts that $14.4tn of value will be “at stake”

over the next decade regarding the IoE, motivated by

The number of electronics and machines connected to the
internet, such as computers, mobile devices, wearables,
appliances and other gadgets exceeds the number of human
beings in the world and is estimated to reach 50 billion by 2020
(Ahmed er al., 2017; Weinberg et al., 2015). The internet of
everything (IoE) brings together things, people, processes and
data to make communications and services more efficient
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impact of the marketing analytics they collect, store and use to
inform their decisions (Petrescu and Krishen, 2018). For
example, research indicates that consumers are often not fully
aware that their information is being collected (Milne ez al.,
2008). Such consumer data can be used to target consumers
with personalized marketing communications (Zahay ez al.,
2012), create adaptive choice sets or advertisements (Krishen
et al., 2011) or provide location-based services such as mileage
tracking (Krishen ez al., 2010). Non-anonymized data in the
IoE leads to concerns regarding data collection efficiency, data
processing, analysis, storage and security. The IoE can
transform education, health care, manufacturing, commerce,
transportation and other sectors, but it will also bring new
challenges, especially concerning data privacy and security
(Chouk and Mani, 2019). Organizations need to demonstrate
leadership in the ethical and legal use and protection of
personal information as new technologies and applications are
developed (Cisco, 2015). Consumers have concerns related to
data collection, unauthorized use, improper access and access;
these are broadly classified as privacy risk beliefs and privacy
protection beliefs (Raschke ez al., 2014). Research finds that
consumer privacy perceptions can translate to information
misuse, dishonesty, fabrication and discrimination (Ahmed
et al., 2017; De Cremer er al., 2017; FTC, 2015). Security,
privacy, transparency and data ownership are critical problems
affecting providers and users of the IoE (Tucker ez al., 2018).
As such, there continues to be an influx of research examining
the relationships of technological and digital consumerism and
its association with consumer vulnerabilities (Miedema, 2018).

Thus, there is a need to assess the potential implications of
marketing analytics in the IoE for policy, governmental
regulation and industry self-regulation. The purpose of this
study is to perform an exploratory and qualitative evaluation of
the impact of IoE marketing analytics on critical problems
identified by businesses and consumers, including information
privacy and security, its benefits and challenges and the
implications of its policy and legal framework. It analyzes the
principal areas of concern for public policy and the current state
of policies, regulations and self-regulatory structures, to
provide recommendations for marketers and policymakers.
The article identifies the vital areas of concern for marketing
practice and research and for consumers, related to the use of
data in the IoE. Finally, this study proposes topics for future
study and discussion.

The internet of everything

The emergence and development of several technologies and
market trends, such as IP-based networking, low-cost and high-
speed internet, increased data consumption, miniaturization,
cloud computing and advanced data analytics, further enable
the interconnection of smaller devices (Ahmed et al., 2017;
Gershenfeld et al., 2004; Rose et al., 2015). Descriptive
analytics seeks to understand past behavior and use it to give
businesses information about potential opportunities and
challenges. Predictive analytics estimate what will happen in
the future based on various technologies and statistical tools,
such as text/Web/data mining and forecasting, to accurately
predict future conditions and states (Ahmed ez al., 2017).
Prescriptive analytics use simulation, recommendation systems
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and decision support systems to investigate various choices and
provide recommendations to marketers or adapted choices to
consumers (Krishen and Nakamoto, 2009). The IoE:

is bringing together people, process, data, and things to make networked

connections more relevant and valuable than ever before, turning

information into actions that create new capabilities, richer experiences, and
unprecedented economic opportunity for businesses, individuals, and

countries, (Cisco, 2015, p. 2).

The IoE incorporates the internet of things (IoT), including
radio-frequency identification (RFID), sensors added to
everyday objects and applications that allow consumers to
check the status of their home appliances from their
smartphones, monitor their homes or check their vital signs
(Adams, 2017; Ng and Wakenshaw, 2017; Nguyen and
Simkin, 2017; Peppet, 2014). The key difference between the
IoE and the 10T is the intelligent connection, as the IoT refers
to physical objects and concepts communicating with each
other. In contrast, the IoE brings in network intelligence to
manage all of these concepts in a cohesive system. IoE includes
not only machine-to-machine communication (from the IoT)
but also  people-to-machine and  people-to-people
communication through technology, following an input and
output framework (Khvoynitskaya, 2019; Tucker ez al., 2018).
In this context, the rise of RFID technology, the introduction of
barcodes and scanners to keep track of SKU’s, telemetry,
artificial intelligence and other modern techniques give rise to
big data. Because of advanced hardware and software solutions
in the marketplace, businesses can now manage big data
systems and use them to create customer value through
marketing analytics (Breur, 2015).

Succinctly, IoE is the intelligent connection of people,
process, data and things; therefore, it includes the IoT, the
internet of people and the industrial internet, as shown in
Figure 1 (Chen ez al., 2017; Evans, 2012; Miraz er al., 2015;
Yang ez al., 2017). The IoE describes a world wherein billions
of sensor-enabled objects detect, measure and assess their
status, all connected over public or private networks using
standard and proprietary protocols. It extends business and
industrial processes and includes the potential to extract and
analyze real-time data from billions of interconnected sensors
(Chen et al., 2017; Miraz et al., 2015). IoE and marketing
analytics create opportunities and issues for different
stakeholders, including consumers, businesses, communities
and policymakers. This happens through the collection of real-
time information from devices and the interactions that happen
between them and the environment (Ng and Wakenshaw,
2017).

People

IoE is connecting consumers in more relevant, valuable ways in
all aspects of exchange, including business-to-business (B2B),
business-to-consumer and consumer-to-consumer interactions.
Marketing professionals are an essential player in this
mechanism, as they can benefit from analyzing all of the
consumer data transmitted through the IoE to identify
consumer behavior patterns and trends and provide more
effective and efficient products and services. Many parties are
engaged in the IoE process besides consumers, including
the manufacturers of the smart devices, the providers of the
services, the internet providers and the suppliers of connected
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Figure 1 IoE
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services, including data storage (Chouk and Mani, 2019). Other
prominent players include regulatory agencies, industry
associations, consumer associations, media firms and other
policymakers and influencers who contribute to the policy-
making process.

Process

IoE entails delivering the right information to the right person
(or machine) at the right time. Smart devices monitor and
record consumer behavior data in the natural, non-digital
environments in which a consumer acts, without the need for a
consumer to actively communicate with the device to input
data (Verhoef ez al., 2017; Woodside and Sood, 2017).
Processes include all the phases in the life of a machine
integrated into the IoE during its interactions with other
machines and people, from the initial data acquisition phase, to
the post-acquisition stage, when data processing takes place.
Nevertheless, within these processes, there are interventions
related to regulating data acquisition and their further use in
decision-making.

Data

The smart devices and sensors present in the IoE collect vast
amounts of data related to consumers’ behavior when using the
product and service and sometimes even when they are not
using it. Much of this data is being used in marketing analytics
to gain intelligence and to forecast individual consumer
behavior and market trends (Kakatkar and Spann, 2019).

Things
Often called the IoT, it includes physical devices and objects
connected to the internet and each other, which serves
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consumers and promotes intelligent decision-making. The IoT
refers to the multitude of internet-connected devices that sense
and share data without physically involving human beings
(Khvoynitskaya, 2019). It includes mobile devices, electronics,
wearables, medical equipment and appliances, as shown in
Figure 1. These devices not only interact with consumers but
also communicate among themselves in machine-to-machine
interactions (Woodside and Sood, 2017).

Benefits of marketing analytics in internet of
everything

Some of the benefits of using marketing analytics in the context of
IoE include increased revenue, reduced costs, real-time response
rates and higher degrees of efficiency in decision-making as a
result of the ability to transform a high volume of sensor-collected
data into valuable business knowledge (Ahmed et al., 2017;
Weinberg ez al., 2015). As shown in Figure 2, the opportunity for
targeted offerings and personalized services offers benefits to both
consumers and marketers, a reciprocal benefit for all of the
parties involved in the system. As smart devices and internet-
connected machines are part of consumers’ lives, as well as
embedded in the workplace, personalized communication is
increased, production will cost less and the expenses can be
decreased in businesses (Tucker ez al., 2018).

The latest technological advancements in sensors and smart
devices also provide businesses with the opportunity to use
their information to make real-time decisions. For example,
data analytics allows firms to provide complex dynamic pricing
mechanisms
intraorganizationally. Marketing analytics from IoE help
predict future trends, increase efficiency, detect fraud and

or to connect and share information
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Figure 2 Benefits of IoE for marketing analytics
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foster genuine business innovations (Ahmed ez al., 2017; Breur,
2015; Iacobucci er al., 2019). As the data can be collected
immediately, IoE allows for real-time analytics and decision-
making with immediate action, which can benefit supply chain
management services and pricing (Weinberg ez al., 2015). The
fact that the information is shareable in the cloud makes it more
compatible among various organizations and stakeholders, as
well as allows systems to be easily reconfigured as needed,
improving processes in the IoE environment.

Challenges of marketing analytics in internet of
everything

The management of big data in the continually expanding
network of IoE presents different concerns regarding analytics,
data collection efficiency, data processing and analysis, and big
data storage and security (Ahmed ez al., 2017; FTC, 2015;
Tucker et al., 2018). In the context of the IoT, research notes
various “dark-side” marketing practices, including information
misuse, privacy issues, dishonesty and discrimination (De
Cremer et al., 2017). As Figure 3 shows, there are significant
obstacles to data disaggregation and to confronting the reality
that personal information is often still connected to data.
Studies suggest that two challenges marketers have in dealing
with IoE are related to handling and analyzing data from smart
devices and the need to increase their talent base and training,
which can improve the process side of the system and the
potential risks coming from people involved in the IoE
environment (Jernigan ez al., 2016; Weinberg ez al., 2015). The
main issue is that the sensors embedded in smart devices
generate a more massive amount of data than that generated by
retail and social websites. Research indicates that 45% of firms
with good or excellent analytical capabilities can measure the
return on their IoT investments; in contrast, only 19% of those
who lack good analytical skills can do so (Jernigan ez al., 2016).

Policies and regulations of marketing analytics in
internet of everything

The governing mechanism in the IoE is mainly based on self-
regulation through business standards, including technical
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Figure 3 Challenges of IoE for marketing analytics
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guidelines and fair information practices. Privacy notices
generally exemplify these regulatory models, along with privacy
statements, privacy policies and other forms of communication
that consumers sign or receive when purchasing a smart device
connected to the IoE (Weber, 2010).

In the context of the IoT, researchers debate whether or not
regulatory action is required (Weber, 2010, 2013). Expanding
the IoT to the IoE and dealing with relationships among
individuals and objects, as well as consumer-to-consumer
communication, studies underline the need for tools of
governance. Such tools could aid both in grass-roots national
and city governance and structural matters related to
cooperation in coordinating mutually beneficial policy,
standards and law (Weber, 2010, 2013). Research also
emphasizes different regulatory dilemmas, such as whether
controls should be placed on the device, the flow of data, the
gateway, the user or the storage cloud (Henze ez al., 2016; Rose
etal.,2015).

As the IoE includes applications and devices that allow
consumers to check the status of their home appliances, cars,
health and other personal data, there is a higher risk of having
private information collected and shared (Adams, 2017). As
such, not only can smart devices solve problems and create
opportunities but also it can create issues and costs related to
privacy (Novak and Hoffman, 2019; Weinberg ez al., 2015).
The number of devices connected in the IoE and the
characteristics of the system itself further intensify the risk of
data security problems (confidentiality, integrity and
availability) and privacy (Banerjee, 2019; FTC, 2015; Mendez
etal.,2017).

Some of the issues regarding digital information privacy are
related to various national privacy laws and regulations, the
social benefits of using big data and the cultural norms related
to digital use (Leonard, 2014). Studies on this topic are
divergent and some find that greater legal control can lower
advertising effectiveness (Martin and Murphy, 2017), while
higher perceived control over privacy can make consumers
twice as likely to click on personalized ads (Tucker, 2014).

Another issue is related to the fact that data collected by
devices in the IoE cannot be constrained from sharing across
jurisdictions; jurisdictions might be challenging to identify or



Internet of everything

Journal of Consumer Marketing

Maria Petrescu, Anjala Krishen and My Bui

have laws that are inconsistent or incompatible (Rose ez al.,
2015). Some of the international bodies that can handle the
policies and legal frameworks related to IoE may be the World
Trade Organization, the United Nations and the Organization
for Economic Co-operation and Development (OECD). For
example, the first international organization to introduce an
IoT governance framework is the European Commission. To
do so, they appointed a large group of experts to examine the
relevant aspects of a possible IoT governance regime (Weber,
2013). The results show overall stakeholder interest in issues
such as privacy, interoperability and ethics; however, the
opinions differ regarding the hard law vs the soft law approach
(Weber, 2013).

The private sector can also supplement broader legislative
frameworks with policies related to firm-related specific needs
(Weber, 2010). Some studies point to the potential for policies
and regulations to be a baseline, general and technology-
neutral and focus on consumer protection and the prevention
of unfair and deceptive practices against consumers (FTC,
2015; Rose er al., 2015). In this context, general data security
legislation can protect against unauthorized access to both
personal information and device functionality (FTC, 2015).
An example of this is the long-standing fair information
practice principles (FIPPs), which includes the principles of
notice, choice, access, accuracy, data minimization, security
and accountability (FTC, 2015). In 1980, the OECD adopted
the FIPPs, which together form the basis for a variety of both
governmental and private sector initiatives on privacy,
including HIPAA and the 2012 White House Consumer
Privacy Bill of Rights.

De Cremer er al. (2017) call for adopting a more strategic
and integrity-oriented approach to addressing unethical and
dysfunctional behaviors related to privacy, unfairness and
discrimination. Online consumer privacy is a significant public
policy issue that affects consumers and marketers; it has
attracted the attention of the Federal Trade Commission and is
often self-regulated by industry groups and associations (Milne,
2000).

One example of regulation with global effects is represented
by the recently adopted and implemented the General Data
Protection Regulation (GDPR) on May 25, 2018, by the
European Union. The GDPR is a privacy law that restricts how
personal data is collected and managed. It states that
individuals, businesses or organizations must be clear about
their collection and use of personal data, including full name,
home address, location data, IP address or any identifier that

Table 1 Regulations and policy
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tracks Web and app use on smartphones. The GDPR law
applies to individuals in all member countries of the EU, even if
the data is processed in other countries (EU, 2018; Tiku,
2018). As some firms in the media sector suggest, digital
behavior is entering the demand phase, with the emergence of a
well-informed and engaged digital consumer. Because of
GDPR, multinational US-based companies must aim to have
one gold-standard set of privacy rules for all customers
throughout the world (Butterworth, 2018).

Continuing our discussions of IoE policies, Table 1
summarizes the main issues related to policies and regulations
identified in existing research studies and debate results on the
topic of IoE and data analytics. These include joint problems
such as data privacy, security and the major issue of personally
identifiable information during the analytic process. Another
problem is related to the potential for interoperability and the
creation of standards, which are essential for marketing
analytics; this issue affects the ability to connect, share and
merge data between devices, consumers, businesses and
marketers. Transparency and the potential for discrimination
also relate to personal identification and make businesses
potentially liable for major legal trouble. The authorities that
can intervene in regulating the legal concerns include
international organizations, national governments, industry
associations, consumer associations and firms. Table 1 also
contains some examples of regulations that already raise some
of the critical questions related to using IoE data for marketing
purposes.

Exploratory netnography

Methodology and results

To identify the areas presenting an issue for marketing
practitioners, policymakers and consumers, in terms of
marketing analytics within the IoE framework, we perform
three qualitative analysis studies. We use qualitative data,
including privacy statements from businesses selling smart
devices connected to the IoE and consumer discussions on
social media platforms on the new GDPR privacy law in the
European Union.

Phase 1: consumer privacy statements

To explore data concerns within the IoE, the present research
uses 50 consumer privacy notices and statements from brand
name smart devices that were among the best-selling products
on Amazon, including wearables, home automation and
consumer electronics. Some examples of these devices include

Topic Authority Regulation

Privacy International organizations FIPPs

Identification Government regulations FTC Act

Security Industry guidelines FCRA

Interoperability and standards Company policies HI-TECH Act

Transparency Children’s Online Privacy Protection Act

Discrimination HIPAA

Liability 2012 White House Consumer Privacy Bill of Rights
GDPR

679
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the Amazon Echo, Google Home, Nest, Apple Watch, Fitbit
and Kwikset Kevo, as outlined in the exhaustive list provided in
Table 2. We downloaded these statements from the websites of
their brand name manufacturer. We started our analysis with
privacy statements from devices that are part of the IoE with
characteristics relating to consumers and businesses (people),
data usage elements, discussions on the processes used in the
IoE, marketing analytics and things (smart devices), the four
essential elements of IoE.

To understand these notices and derive the relevant themes
present in the majority of statements, we used NVivo, a
qualitative data analysis software that aids in the organization
and analysis of unstructured verbal data and finds patterns. We
performed a content analysis of the privacy statements to
discover the essential themes of concern exhibited in these
“warnings” provided to consumers. We first used the auto code
themes procedure in NVivo, based on linguistic processes and a
specialized sentiment dictionary, as a first pass over the data to
assign a broad categorization to the data and discover patterns
in the text. These were then further refined into the main
themes presented in Figure 4, which were relevant for our study
and the use of data from the IoE.

The results of the content analysis in NVivo unveil some
themes that previously surfaced in research, practice and
consumer concerns related to the digital environment and use
of consumer data generally. These concerns include the misuse
of personal information, sharing information with third parties
and consumer consent and agreement to terms.

The main themes focus on different types of consumer
information with varying levels of privacy, including
information related to location and physical address, data on
payment and financial details and identifying information. This
underscores the notion that consumers and businesses might
have different priorities regarding data privacy and security,
which vary as a function of the stakeholders involved.

Traditional digital communication topics such as e-mail,
contact information and cookies are also relevant themes. The
legality of these practices appears related to personal privacy
and information, and in this context, we also note that the
official legal language of the notices is, on average, 10 pages
long. Moreover, the literature suggests that consumers are
increasingly frustrated with privacy notices and mainly read
them because of their concern for privacy (Milne and Culnan,
2004; Milne er al., 2006). Our content analysis also shows
another specific aspect of the IoE, namely, the involvement of
many third-parties as content, customer service and service
providers, which complicates the issue of privacy and data
protection. Finally, another topic that emerges from the
analysis related to the use of these services is their control, a
significant concern in the IoE, as consumers perceive
themselves as having very little control over the outcome of
their information and how marketers and other business
functions may benefit from it. This finding is consistent with
the power-responsibility equilibrium, which contends that
firms and consumers must reach a power balance regarding
data usage (Lwin ez al., 2007). As shown in recent research on
the power-responsibility equilibrium theory of privacy,
consumers have more favorable perceptions of fairness and
better attitudes towards marketing communications when they
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feel more in control of their private information (Krishen ez al.,
2017).

Phase 2: general data protection regulation consumer discussions
The second study focuses more on the consumer part of privacy
and data security regarding digital data and it analyzes
consumer discussions about GDPR to identify the main
concerns related to user data from another angle, consumers’
view. We base this analysis on the netnography method, as
formulated by Kozinets (2002, 2015) and use online public
conversations between consumers to identify themes of interest
regarding data privacy and security. This was selected
considering the impact of GDPR on privacy and data security
concerning smart devices, while also considering the different
amounts and degrees of data privacy revealed in Study 1.
Additionally, we considered it essential to capture raw
consumer discussions in a large sample of random tweets,
which outweigh potential selection bias. To identify the key
topics of discussion related to GDPR, the next set of
exploration consists of the analysis of 2,098 tweets posted at the
end of May 2018, mentioning GDPR. The tweets were
downloaded automatically using NCapture.

After performing a content analysis based on the auto code
themes procedure in NVivo (Figure 5), our findings show that
the main topics discussed by consumers include data protection
of diverse types and levels, including personal data, research
data and mass data with different levels of risk and privacy
issues, from laws to protection. It is important to note that, as
the content analysis of the tweets shows, online discussions
make a difference among the various types of data and different
uses of that data businesses can use in terms of consumer
information and the purposes it can serve when collected for
commercial use. Overall, data protection and privacy with
regards to individual and personal information appear to be
essential elements of consumer discussion in social media,
emphasizing a significant interest from consumers in receiving
privacy protection.

Phase 3: comparing general data protection regulation and practice

concerns

After analyzing the most important topics of concern for
businesses and consumers about privacy and user data, this
study will try to identify the common themes for both
categories of stakeholders in the IoE. As the results we obtained
show, the focus of both businesses and consumers is on data
security and information privacy. Through this analysis, we are
trying to identify the baseline issues that afflict stakeholders of
the IoE in data management, considering the various levels of
information privacy. We further used Leximancer to analyze
the semantic relationships and the central themes included in
the 50 privacy notices and the tweets related to GDPR.
Leximancer uses deep learning to extract a three-level network
model of meaning from data and has been used in previous
marketing research (Krishen er al, 2019). Leximancer is
entirely data-driven and offers the mutual benefits of deep
learning and user control, without the need for laborious
human tagging of the data or dictionary building (Smith and
Humphreys, 2006). It depicts concepts or smaller shaded
circles or nodes and themes or higher order clusters of
semantically connected concepts represented as larger shaded
bubbles; nodes for more prominent concepts are larger. The
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Table 2 Privacy statement sample

Volume 37 - Number 6 - 2020 - 675-686

Product category

Product name

url

Smart locks
Smart locks
Smart locks
Key finder

Key finder

Key finder
Wi-Fi outlets and plugs
Smart bulbs
Smart bulbs
Smart bulbs
Smart switch
Smart switch
Smart switch
Smart assistant

Smart assistant
Smart assistant
Thermostats
Thermostats
Thermostats
Thermostats
Smart doorbell

Smart doorbell
Smart doorbell
Smart doorbell
Smart watch
Smart watch
Smart watch
Smart watch
Smart watch
Streaming devices
Streaming devices
Streaming devices

Kitchen devices
Kitchen devices
Kitchen devices

Kitchen devices
Kitchen devices
Kitchen devices
Cameras
Cameras
Cameras
Network security
Network security
Network security
Baby monitor
Baby monitor
Home security
Home security
Home security
Home security

August Smart Lock Pro
Kwikset Kevo

Schlage Connect

Tile

Chipolo

TRACKR PIXEL

Insteon Smart Plug
Phillips Hue

Cby GE

LIFX (A19)

Kasa Smart

Wemo Light Switch
Leviton DW15S-1BZ Decora
Amazon Echo

Google Home
Apple HomePod
Ecobee4

Nest

Honeywell RCHT8610WF2006 Lyric T5

Insteon Smart Thermostat
Ring's Video Doorbell 2

SKYBELL HD Wi-Fi Video Door Bell
August Doorbell Camera
Nest Hello

Apple Watch Series 3
Fitbit Versa

Samsung Gear Sport
Garmin fenix 5

LG Watch Sport

Roku Ultra

Apple TV

Amazon Fire TV

Mr. Coffee Smart Coffeemaker
June Intelligent oven
iGrill 2 Smart grill thermometer

Anova Precision cooker
Samsung Smart Refrigerators
LG Smart Refrigerator

Nest Cam

Logitech Circle

Arlo Pro 2

Bitdefender BOX

Circle with Disney

Cujo Ai

Mimo Smart baby monitoring
In.Sight Wireless baby monitor
Scout Alarm Home Security Sensors
Canary Home Security Device
Nest secure

Wink Lookout Smart Security

http://august.com/products/august-smart-lock-wifi/
https://www.kwikset.com/kevo/default
https://www.schlage.com/en/home/keyless-deadbolt-locks/connect.html
http://www.thetileapp.com/

https://chipolo.net/
https://secure.thetrackr.com/products/online-pixel-5-pack
https://www.insteon.com/on-off-outlet/

http://www2.meethue.com/en-us

https://www.chyge.com/products/c-life

https://www.lifx.com/products/lifx
https://www.tp-link.com/us/products/details/cat-5622_HS200.html
http:/lwww.belkin.com/us/p/P-F7C030/
https://www.leviton.com/en/products/dw15s-1bz
https://www.amazon.com/all-new-amazon-echo-speaker-with-wifi-alexa-dark-
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Figure 4 Practice main themes in notices
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information is displayed using a conceptual map that provides
an overview of the material, representing the central concepts
contained in the text and how they are related.

The results of the conceptual mapping analysis shown in
Figure 6 emphasize a shared focus on data privacy and security
and legal topics. Consent and the use of personal information
are also related to both topics. However, some elements are
more specific to certain domains, such as regulatory
compliance and rules concerning the discussions on GDPR.
The privacy statements have more specific topics such as
mobile devices, cookies and third-party services, which all
represent significant issues for marketers regarding consumer
data in the IoE. Nevertheless, the results emphasize the
importance of personal information, consumer addresses and
concerns about the role of third-party data processors. The

following section provides a summary of the main
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recommendations for marketing practitioners, policymakers
and researchers based on our analysis.

Recommendations

Recommendations for policymakers
The large group of experts appointed by the European
Commission to examine the relevant aspects of a possible IoT
governance regime hold differing opinions regarding a hard
versus soft law approach (Weber, 2013). The group concludes
that international and national regulations can be
supplemented by the private sector, according to specific needs
(Weber, 2010).

Given current conditions, it may not be possible practically
or theoretically, to undertake a significant effort to regulate the
IoE. Because of its legal intricacies, four components (people,
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Figure 6 Comparison of practice main themes and GDPR key topics
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data, process and things) and global reach, this may be a more
significant issue at the national level. However, general data
security legislation can protect against unauthorized access to
personal information while still providing device functionality.
Such changes can undoubtedly be enacted and enforced at
both the national level and the international level, as
exemplified in Table 1. Instead of focusing on a specific device,
industry or media platform, general information privacy,
security and discrimination laws can be adapted and updated to
the modern era. At the same time, policymakers from specific
government agencies and industry self-regulators can propose
more detailed policies tailored to the particulars of an industry,
for example, medical devices. Consumer protection
organizations and watchdogs can also mitigate issues arising
from rogue establishments and individuals. While privacy is
essential for all personalization information, our results showed
that consumers differentiate among location information,
individual identifying data and financial details, which could
represent a starting point for better differentiation of these types
of data in regulations.

Recommendations for practitioners

Researchers note that any attempts at governance must
consider cooperation and coordination (Weber, 2013). As
such, marketing practitioners need to become actively involved
in the creation of marketing analytics standards and ethics that

cwm

purposes
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Panel B: Emergent Concepts
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should be followed in all activities and can be made publicly
available to consumers through marketing associations. These
standards can help marketers improve their overall image and
alleviate consumer concerns for information privacy,
transparency and discrimination, and can also lead to higher
consumer engagement and trust in the IoE. Marketers should
also design self-regulatory policies in the formal regulatory
process to help promote a better image for the profession,
increase the standards of marketing analytics activity and
protect consumers’ rights to privacy.

As we showed that privacy and data security needs differ as a
function of data type, businesses can analyze consumer trends
and assess essential needs regarding ethical data management,
to be able to safely acquire and store intelligence, in a socially
responsible manner. Moreover, different levels of data security
and aggregation can be used in marketing analytics and
continuously adapted to consumer preferences in terms of
methods of contact and communication.

Recommendations for researchers

More research is needed to explore the benefits and challenges
of the IoE for marketing, and especially the effects it has on
marketing policy. Regarding marketing analytics, Table 3
provides several of the leading marketing research areas and the
implications that the IoE presents for them and potential policy
research priorities.
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Table 3 Future research
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Marketing research areas loE implications

Policy research priorities

Marketing strategy
Real-time data

Dynamic response to changes

Innovation
Differentiation
Personalization

Exchange theory Cooperation

Consumer satisfaction

Information sharing

Omnichannel
Structures and institutions

Collaborative approach

Consumer privacy rights
Consumer permission and consent
Security breaches

Long-term consequences of data disclosure
Trust and relationships

Transaction costs

Public policy and government regulations
Industry guidelines and norms

Company policy and ethics

Consumer advocacy groups

Consumer power

Self-governance

International institutions

Regarding marketing strategy, as shown in Figure 2, the IoE
has many benefits, in particular, because of marketing
analytics, including increased customer satisfaction because of
personalized services, the use of real-time data for decision-
making and higher innovation potential. Therefore, some of the
marketing policy research priorities include privacy rights,
permission and consent and security breaches. For example,
there is a need to understand and clarify the extent of consumer
privacy rights in general and in the IoE in particular, as well as
the treatment applied to information and data, as underlined in
the qualitative studies performed. In the context of marketing
analytics, it would also be beneficial to further understand how
policies related to privacy rights and the extent of consumer
permissions and consent, affect consumer-related variables,
especially consumer satisfaction and purchase intentions, as
well as organizational aspects such as innovation. Consumer
reaction to security breaches in the IoE and the potential to
regulate and enforce penalties in these cases can also be topics
of interest for research.

In the context of marketing exchange, for a wvaluable
transaction to take place, both parties must trust each other and
believe that future obligations will be fulfilled (Alderson, 1965;
Bagozzi, 1975, 1979). Therefore, in the context of the IoE,
consumers and marketers need to establish trustful relationships.
Studies identify several types of exchanges that affect marketing
analytics, including when consumers provide permission for
future communications when they offer their personal
information in exchange for discounts or other favors and when
they make a purchase (Milne ez al., 2008). In the IoE, consumers
also provide information anytime they use smart devices and
marketers may also collect and use this data for marketing
research. As our findings showed, intelligence favored by
marketers, including user data, location information, physical
address, identifying information and the potential of third-party
interventions, are essential. Moreover, their degree of importance
varies among consumers and could represent the key for
marketers in being able to collect data with consumer agreement
without appearing intrusive. Therefore, researchers must study
and clarify the long-term consequences of data disclosure,
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especially considering the risk of data disaggregation and
identification. Studies can also focus on how the concepts of trust
and business relationships are affected by smart devices and
sensors and their adoption in the B2B sector. Additionally,
transaction costs could also be influenced by this new method of
real-time data and information sharing between supply chain
partners.

Finally, the development of smart technologies, machine-to-
machine communication, cloud operations and global Internet
ramifications affect the way that policy is being formulated,
enacted and enforced. In this sense, marketing research needs
to emphasize how each major participant in policy-making can
contribute to collaborative development and responsible
regulation.

Conclusions

This article clarifies the benefits and challenges that the use of
marketing analytics in the IoE has brought for marketing policies,
practice and research, including the opportunity for targeted
offerings and personalized services. Next, the study shows that
some of the vital concerns for marketing practice include the use
of personal information, the problem of sharing information with
third parties and the issue of consumer consent and agreement to
key terms. Moreover, the analysis emphasizes that consumers
and businesses prefer varying levels of information privacy, which
can be vital to finding common ground where all parties can
come together and share information willingly.

The qualitative analysis also reveals specific areas of concern
common between businesses and consumers, such as user
consent and data security, as well as problems specific to the
IoE, including the use of mobile devices and service providers.
Our analysis is followed by recommendations for policymakers,
practitioners and researchers, especially in terms of the need for
more studies related to issues of data security, information
privacy and personal information. Overall, using marketing
analytics in the IoE is an excellent opportunity to provide
effective marketing communications and service to consumers,
as long as marketers, policymakers and consumers manage
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concerns on personal information privacy, consumer safety and
data security proactively.
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